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Semantic segmentation models are vulnerable to adversarial attacks.

TABLE I

PI’GVlOUS Studyl has explored the I’Obustness Of the Cl&SSlcal CNN_ ROBUSTNESS OF SEMANTIC SEGMENTATION MODELS UNDER THE BLACK-BOX CORRUPTIONS (SEVERITY=1-3)

. . . | | Blur | Weather | Noise | Digital
° ~hiter Jaussi H lass 2 , < ~ Jaussi S H S for S C© [ 3 S stic
based Semantlc Segmentatlon mOdels The emergence Of ne VV Vlsual Architecture |clean|(,au>smn defocus motion glass zoom|snow frost fog spatter|spex,kle Gaussian shot nmpulse|brq,hmes>. contrast JPEG saturate pixelate elastic
. . 3 . . DP-ResNetS0 [4] 766 | 660 622 653 529 243|196 337 725 453 | 328 107 140 95 744 706 340 746 633 743
DP-ResNet101 [4] 773 | 67.6 649 664 542 268|249 379 740 523 | 412 156 202 143 | 751 733 404 755 666 746
foundation models like SAM=# calls for the new research para(fhgm 1n DbMobletiecva 4] Zo| 556 458 @ 446 218|198 261 et a7k | 360 o5 106 121 | M &3 =1 ©f S n
DP-Xception65 [4] 784 | 716 686 696 625 250[199 265 658 608 | 284 70 80 5. 666 719 341 671 7Ll 762
1- d . f d .« . FCN-ResNetS0 (1] 679 | 559 525 565 434 226|173 311 486 452 | 101 18 22 15 546 604 154 520 336 648
validation oI autonomous driving. e AR E I R AR A -
FCN16s-VGG16 [1] s84 | 429 384 429 298 180126 179 335 377 | 86 24 33 23 409 440 143 393 219  56.1
Th . b . f h. k . d b 1 . FCN8s-VGG16 [1] 603 | 443 400 434 322 180|122 169 340 394 | 86 32 38 23 428 436 154 419 224 575
c IMMain COIltrl llthIlS O t 1S WOr AIrc Summarizc CIOW. PSPNet-ResNet50 [3] 693 | 571 541 574 354 228|103 17.8 450 429 | 95 28 31 46 568 560 139 490 259 656
PSPNet-ResNet101 [3] 707 | 588 554 590 438 246|154 327 549 441 | 129 34 45 35 603 609 271 S36 436 669
. . . . SegNet-VGG16 [2] 627 | 524 490 548 518 234|185 249 424 495 | 402 184 228 130 | 562 529 377 529 620 615
> (M@thOdOlogY' W lse) IIl the Semantlc Segmentathn taSk thls Stlldy OCRNet-ResNet100 [7] 802 | 689 689 69.0 563 241|214 434 763 566 | 317 64 96 129 | 79.1 734 285 786 693 784
2 OCRNet-HRNet-W48 [7] 805 | 707 703 711 630 215|187 442 752 639 | 424 162 178 180 | 795 765 361 780 766 789
OCRNet-HRNet-W18s [7] 736 590 623 629 528 201|185 337 610 546 | 295 109 118 88 698 693 304 700 695 724
. . . . . ISANet (ResNetS0) [6] 784 | 647 632 646 510 197|118 335 695 502 | 300 90 118 117 768 690 230 763 608 76.
s Vi W » ) X . . - o . . . - . A . o . X A A . R N
ShO WS a SAM plpellne W lth the aSSIStaIlce Of teXt enCOdGI‘ aChleveS ISANet (ResNet101) [6] 796 | 674 676 676 562 200|198 371 751 551 | 339 106 138 142 | 782 728 289 777 653 769
STDC (Pre-training) [8] 750 | 645 651 649 547 218|113 322 689 5101 | 290 264 109 64 732 679 311 731 610 732
. . v . STDC (No pre-training) [8] 718| 596 636 625 525 246|114 274 591 489 | 350 124 151 127 | 689 621 496 690 709 711
b t - t t 1 b 1 t d th d 1 tt k SegFormer-b3 [5 819| 745 742 742 68.1 316|438 551 792 704 | 685 518 S72 505 814 807 606 S8L.1 741 805
d rooust 1n-contex eamlng aD111 y undacr C ddvclrsarial atlacks. siféFﬁiiﬁii.bo {5} 76.5 64.; 675 617 572 275|275 3(3)9 712 563 51.; 265  31.1 ?’.7.6 149 737 415 743 681 743
OneFormer-SwinTransfomer [30]] 83.0| 798 780 774 739 352|659 568 816 788 | 77.8 675 727 736 825 820 718 825 774 817
> (Emplrlcal_study_Wlse) \N/e evaluate the I‘Obustness Of CNN models OEZFg::::(Z::\IX%: ?3nc1;1:r 830| 790 780 774 739 352 5);3 ;6.6 82.3) 76.1 | 79.1 7)1.0 744 723 827 823 710 824 786 810
? SAM-SegFormer 730| 657 631 644 631 245|389 441 675 600 | 635 529 S67 505 | 717 696 609 728 693 716
. . SAM-OneFormer 80.0| 755 737 723 708 295|583 517 769 724 | 740 639 687 676 | 789 772 689 795 727 778
‘ ] MobileSAM-SegF 689 | 617 590 600 589 209|321 374 607 537 | 575 477 514 449 | 675 619 563 685 655 676
IT mOdGIS, aIld SAM IIlOdGlS U.Ild@l’ the W hlte'bOX attaCkS aIld xtgb;és:\m-oﬁg::; 75.3 7)0.5 23.9 67.5 :)6.5 257 | 442 446 69.7 ;4.0 67.(3) 565 611 585 | 739 685 633 746 6;.5 73.1

black-box attacks on the dataset of Cityscapes. TABLE 1

ROBUSTNESS OF SEMANTIC SEGMENTATION MODELS UNDER THE WORST BLACK-BOX CORRUPTIONS (SEVERITY=S5).

| | Blur | Weather | Noise | Digital
° Architecture | clean | Gaussian defocus motion glass zoom|snow frost fog spatter |speckle Gaussian shot impulse |brightness contrast JPEG saturate pixelate elastic
M e th Od O ve Y VIe w SAM-SegFormer 730 | 382 424 473 415 174|236 257 572 475 | 471 2001 277 220 | 687 480 388 646 594 679
SAM-OneFormer 80.0 58.2 599 556 536 194|360 342 704 633 62.0 260 304 322 76.6 624 481 717 134 731
MobileSAM-SegFormer | 68.9 35.6 39.8 427 380 141|160 19.7 541 242 40.8 157 220 156 68.7 388 355 597 564 639
E _ - : : A Typicel Comvolutionsl Newrel Network (CNN) : P50 : E i E are i
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' MobileSAM-OneFormer | 75.3 52.9 554 508 503 160 21.0 250 663 314 67.0 204 257 254 76.6 497 438 659 132 69.1
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TABLE III
ROBUSTNESS (MIOU) OF DIFFERENT SEMANTIC SEGMENTATION MODELS Robmesopss woder the FGSM attacks
UNDER THE FGSM ATTACKS (£ = 8.0/255.0, 16.0/255.0). 120 4 = SAM-SegFormer
1 @ AIMSAM-Ouel e

e =8.0/255.0 £=16.0/255.0 " : o -\.\.-- -
DP-ResNet50 [4] 36.9 16.6
DP-ResNetl01 [4] 44.1 193
DP-MobileNetV2 [4] 30.6 10.8
DP-Xception65 [4] 17.1 4.9
FCN32s-ResNet50 [1] 15.4 3.3
FCN32s-ResNetl01 [1] 26.6 10.0
FCN32s-VGGI6 [1] 14.3 7.2
FCN16s-VGGI6 [1] 10.3 6.8
FCNB8s-VGG16 [1] 12.2 6.5
PSPNet-ResNet50 [3] 12.3 6.0
PSPNet-ResNet101 [3] 18.3 3.9
. r, SegNet-VGGI16 [2] 22.9 10.8

STDC (Pre-training) [8] 0.8 2.0 )

iding . STDC (No pre—training) [8] 11.7 4.8 Flg. 3. Robustness Smdy under the FGSM attacks
SegFormer_mit-b5 [5] 56.6 492
- [ T, I R P R PN SegFormer_mit-b3 [5] 49.8 37.2
SegFormer_mit-b0 [5] 35.3 22.0
: predicted categories OCRNet-ResNet100 [7] 11.6 1.7
""" SAM OCRNet-HRNet-W48 [7] 30.3 3.5
e Ty | | . OCRNet-HRNet-W18 [7] 11.6 2.4

bicycl language encoder branch (CLIP) _I# = ’ ; ™ Addlng CLIP: ISANet (RBSNCI.SO) [6] 13.9 3.2 Bl e ben L e e
e " I ‘ . . ISANet (ResNetl01) [6] 29.7 8.1 120 e SAM SraFareter
p SAM-Seghkormer 51.6 448 —o— SAM-Onedy

RObUSt SSAM SAM-OngeFormer 59.1 57.6

MobileSAM-SegFormer 49.4 43.0

R sggl:;ng;s:ggg:gg)r N semantic voting < valid masks ( S e gment S AM) MobileSAM-OneFormer 56.3 52.9
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CLIP Pre-Training + SAM= TABLE IV E @ \ S
Zero-shot Adversarial Robustness ROBUSTNESS (MIOU) OF DIFFERENT SEMANTIC SEGMENTATION MODELS ' T

UNDER THE PGD-10 ATTACKS (¢ = 8.0/255.0, 16.0/255.0). N

SAM image encoder — SAM mask decoder —

e =8.0/255.0 &£=16.0/255.0

. PSPNet [3] 28.8 26.0 1 ' ' , '
C OnCluSl()n DeepLabV3 [49] 29.5 26.5 0 23 @0 @3 B
SAM-SegFormer 21.6 21.3 '

SAM-OneFormer 53.5 52.1

» Overparameterization + broad training data = zero-shot robustness MbIeSAM Orcrormee 406 oy Fig. 4. Robustncss study under the PGD attacks

» OneFormer backbone with the task unification 1s more robust

» MobileSAM i1s more suitable for the real scenarios, which requires TABLE V

further adversarial finetuning COMPARISON BETWEEN SAM AND MOBILESAM
» More testing scenarios like SegPGD and CosPGD is essential

» This framework can be scaled to aerial vehicles or unmanned boats Params (M) Inference Speed (ms)

SAM [18] 632 452
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